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Keywords: NodeMCU ESP8266 module based on the Internet of Things (1oT). By using
Google Google Assistant, users can control this smart lock with voice commands. The
loT NodeMCU ESP8266 is used as the main controller in this system, responsible
Security for receiving commands from Google Assistant and controlling the smart lock
Smart lock mechanism. A prototype implementation was conducted to test the performance

Virtual Assistant of this smart lock security system. In the testing phase, the system's performance

was measured based on voice command responsiveness, response speed, and the
security it provides. The test results show that this smart lock security system
offers a higher level of security compared to conventional key tools, with a
security satisfaction rate of up to 90% among the 10 respondents related to the
use of this device. With this research, it is expected to enhance community
security by introducing a safer and more reliable smart lock tool based on virtual
assistant. This security system, utilizing Google Assistant features and the
NodeMCU ESP8266, can provide ease and convenience for users while
maintaining optimal security.

I. INTRODUCTION

The number of cases of theft of goods from 2022 was recorded as many as 822 cases throughout the year. This
figure shows that theft cases are still happening around us, and of course the security we have is not very qualified
to be able to prevent this theft [1].

Along with the development of technology that is increasingly sophisticated and makes it easier for
humans to date, of course there have been many inventions that help the activities or activities we do so that they
become more productive, and also effective in terms of time. It is possible that the tools created can help us to
increase security in maintaining the personal belongings we have. One of them is a security tool in helping to keep
a room safe from all acts of theft.

One type of maintaining security in a room that is vulnerable to being broken into by thieves is using a key to
lock the door. The key is a metal made to be a tool to operate a door by inserting it into the main hole of the key
to be put together and operated as a key. Of course, this security system has a very high risk of theft. Therefore,
one of the ways to implement a security tool for a room is to implement a smart lock using the Internet, which
will make the security level of a room have a higher percentage of security compared to the security methods that
are still fairly old-fashioned and manual.

Many room security systems are already circulating in the community, but with the most affordable price above
Rp.1,600,000, making people think twice about buying it [2].

Finally, researchers made a smart lock tool that uses the Google Assistant platform. The reason why
researchers use the Google Assistant feature is because the features of Google Assistant are very widely known
by the wider community, in fact, almost all people who live in this modern era use the features provided by Google
to increase their productivity, and also about 500 million more people around the world use Google Assistant
based on statements from Google, and also researchers see the features provided by Google in helping to design
this security, rarely used by the public, especially in Indonesia, this is because in using the Google Assistant
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feature itself with the equipment they want to connect, they have to buy the equipment at a relatively expensive
cost" [3].

The way this tool works is that the automatic door security tool will be connected to a platform called
IFTTT which later from the IFTTT platform will be connected again to a website called Adafruit to be connected
directly to the designed security tool using the API key provided by Adafruit.

Therefore, researchers made a technology tool "Designing a Smart Lock Security System with the Help of
Google Assistant and NodeMCU ESP8266 Features Based on IoT" which is expected to provide comfort and
convenience for users in increasing the security of their room.

With the advancement of technology becoming increasingly sophisticated and user-friendly, there have
undoubtedly been numerous inventions that have aided our activities, making them more productive and time-
effective. It is not unlikely that these inventions can also assist us in enhancing the security of our personal
belongings. One such security tool is designed to help protect a room from theft. One way to secure a vulnerable
room from break-ins is by using a lock to secure the door. Therefore, researchers have developed a technology
device titled "Design of a Smart Lock Security System with the Assistance of Google Assistant Feature and
NodeMCU ESP8266 Based on 10T." This device is expected to provide comfort and convenience to users in
enhancing the security of their rooms.

DESIGNING A SMART LOCK
SECURITY SYSTEM WITH
THE HELP OF GOOGLE
ASSISTANT FEATURES AND

NODEMCU ESP8266 BASED
ONIOT

RESULTS: Smartlock system
who can operate a lock system any
lock activity just by smartphone or

smartdevice.

PRESENT CONDIITION: still
using conventional keys, low
security, Less use of technology

TOOLS & SOFTWARE USED:
Nodemcu ESP8266, Relay 5V 2
Channel, Solenoid, Power Supply
Switching, Jumper Cable, Google
Assistant, IFTTT, Adafruit 10

Fig.1 Thought Diagrams

This is a thought diagram about a smart lock system where with the current conditions, the keys are still used
manually and there is still a lack of utilization in the use of technology around it, then with the existing results, a
smart lock system is designed that makes it easier for prospective users to increase security, which in its design
uses the tools & programs mentioned in the diagram.

Il. METHODS

In this prototype, the method employed involves structured steps. Firstly, the planning phase is carried out by
gathering data on environmental issues and planning the research that will focus on creating a smart lock. Next,
the analysis stage is undertaken to analyse the necessary aspects required to address the previously identified
problems. Following the analysis, the design phase follows, encompassing the design of research tools and the
development of the necessary programming to ensure the tool functions properly. Lastly, the implementation stage
involves direct testing of the tool on the object it is intended to integrate with. The goal of this stage is to ensure
that the developed tool operates as instructed. If it does not meet the established criteria, the researcher will revise
the tool's design until it functions properly as desired. Before that, we need to know 3 basic things that must be
understood, before designing this smart key device, namely microcontroller, key and internet of things.
Microcontroller is an integrated circuit that functions like a small computer designed to perform a specific task or
operation. A microcontroller IC consists of several components such as a processor core (CPU), memory (RAM
and ROM), and programmable input/output (1/0) devices. In general, the main function of a microcontroller chip
is to perform programmed tasks using instructions stored in memory [4].
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Then, A key is a device used to lock and unlock an object, such as a door, vehicle, or security system. Keys
serve as tools to control access, allowing authorized owners or users to either unlock or lock the object [5].

The last one is Internet of Things. Is was a subset of technology applications that allow you to control,
communicate, collaborate with various hardware devices, transfer data over the Internet. So we can say that the
Internet of things (1oT) is when we can connect things that are completely outside of human physical activity.[6]

After the 3 things that have been explained above, the following are several things that are needed to carry out
the method that has been designed, start from the processor, NODEMCU ESP8266.

NodeMCU is an open source loT platform consisting of Espressif System's ESP8266 System On Chip.
NodeMCU can be summarized as an Arduino-like board that is connected to ESP8622. NodeMCU has packed
ESP8266 into a board that has been combined with various features such as a microcontroller and the capacity to
access Wi-Fi and also a communication chip in the form of USB to serial. So that programming only requires a
USB data cable [7].

After the processor, there is a relay that plays a role in being able to open and close the electrical current in a
switch that can conduct electricity at a predetermined voltage [8].

Then, we need the output of this device, we used Solenoid door lock, it was an electronic device that can be
used to secure the door. Just like conventional door locks, solenoid door locks have two states, namely normally
open (NO) and normally closed (NC). However, the solenoid door lock used by this researcher requires an electric
current with a voltage of 12 volts in order to be operated for both states [9].

This device need a power supply to make this device work, then we use Power Supply Switching. Refer to
power supply systems that adopt switching technology. These power supply system’s integrate an electronic
switch to regulate power flow, and are commonly used as the main power source in electronic equipment. SMPS
(Switched Mode Power Supply) is an alternative term often used to describe this type of power supply [10].

All the necessary tools have been obtained, the next method is preparation in terms of software, which will be
used, first Google Home & Google Assistant. This is the mobile application that used to set up and control Google
Home devices and other devices compatible with Google Assistant. What can be done using the Google Home
App includes device configuration, home control, entertainment, and much more. Google Home itself is
specifically used in this design as an initial configuration, so that Google Assistant can be connected with 10T
devices [11].

Using Google Assistant for this device because it certainly has artificial intelligence support that can help users
optimize interaction with the device by using the voice command, such as controlling home devices, this Google
system is a conversation between the user and the Google Assistant itself, which makes two-way communication.
Google Assistant can answer questions and respond to information requested by users, such as the climate
conditions of a place, clock, location or place, and can also command operations in a smartphone itself [12].

Then, to connect the device and the software, it needs API keys to bridge between the program and the device,
using IFTTT & ADAFRUIT IO. IFTTT (If This, Then That) is a web-based automation service that allows users
to establish connections between various applications and online services. The concept of IFTTT is 'if this
happens, then do that'. In other words, users can create conditions that can connect two different services or
applications, so that when an event occurs in one service, it will trigger an action in the other. The examples of
common IFTTT uses include connecting social media accounts to cloud storage such as Google Drive,
synchronizing data between apps, or receiving email or text message notifications when certain events occur [13].

And the last one we using Adafruit 10 Website. This is an Internet of Things (10T) service platform developed
by Adafruit Industries. The platform allows users to connect, manage, and control their 10T devices over the
internet. Adafruit 10 provides an easy-to-use user interface for integrating various equipment and sensors into loT
applications. With Adafruit 10, users can create data channels that can receive and send data from their loT
devices. This data can be monitored and tracked using the online dashboard provided by Adafruit 10. In addition,
Adafruit 10 supports various communication protocols such as MQTT and HTTP, enabling flexible integration
with various platforms and devices [14].
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Fig.2 System Flowchart

In figure 2 is a flowchart design of how the system can running from the commands has received until
the response what device sent.
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Fig.3 Device Flowchart

In figure 3 is a flowchart device of how device working from the main processor until the output device that
give a response as instructed.

From the results of the conducted method, it was possible to create a prototype of a smart lock with the ability
to operate the lock using the Google Assistant application as the basic interface for giving commands. With the
planning results that have been analysed, functions or features have been provided to facilitate and enhance the
efficiency of operating this prototype. This includes monitoring the lock's status and using voice commands to
simplify the user's interaction with this smart lock. At this stage the researcher designs a prototype in order to
facilitate the understanding process for users and also make it easier for developers if in the future this research
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wants to be developed to be better. Wiring diagram is a schematic that describes the relationship between one
component and another in detail. Here's the wiring diagram of smart lock system:

RN

L M

Fig.4 Smart lock system wiring
The following is an explanation of the Picture of smartlock system wiring for the circuit connection.

TABLE 1
SMART LOCK SYSTEM WIRING

Relay 5V 2 Channel

NODEMCU ESP8266
1. Pin VCC = Pin VIN NodeMcu
Pin GND = Pin GND NodeMcu
Pin In 1 = Pin D2 NodeMcu
Solenoid Door Lock
1. Pin VCC = Pin +V Power Supply
Pin GND = Pin COM Relay
Solenoid Door Lock
Pin L = Cable — power plug
Pin N = Cable + power plug
Pin -V = Pin NO Relay
Pin +V = Pin VCC Solenoid

N

B w DN

The following is a sequence of how a smart lock operates, starting from issuing a command to the smart lock:
activation process.

Get Data
M == IFTTT
—
Send Notifications Q
Send Reguest
Send Request Send Request
Ok Google, Using Key API
X loT
Live Monitoring
Google Assistant
Send Request adafrU|t

Using speech recognition
Fig.5 Smart lock system workflow

The workflow of how the smart lock system can work properly is from the Google Home application to configure the IFTTT
application, which later IFTTT will synchronize the commands received from the Google Assistant application with the
commands that have been made in the IFTTT application, if the same, then the command will be sent to ADAFRUIT 10
through the connection configuration between the two, which when it is received by ADAFRUIT 10, will be forwarded using
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the API key to be equated by the key that has been set in the tool program. If all goes well, the tool will respond by sending a
message that has been set by sending via email.

IV. DiIscuUssION

The integration of Arduino as a versatile hardware and software platform has revolutionized the development
of microcontroller-based prototypes [15]. This research underscores Arduino’s adaptability by showcasing its
pivotal role in constructing a smart lock solenoid door system, synchronizing seamlessly with Google Assistant
on smartphones. Simultaneously, the system leverages the Adafruit 10 Website, establishing a comprehensive
monitoring interface. This amalgamation demonstrates the potential of 10T, offering users remote door control
through Google Assistant's voice commands while providing real-time monitoring and data analysis via Adafruit
10. Yet, amidst these advancements, critical considerations regarding data security and system reliability emerge
as essential focal points for ensuring the seamless performance and widespread adoption of interconnected 10T
solutions. Addressing these challenges effectively could pave the way for an era defined by interconnected loT
ecosystems, marking a paradigm shift in various industries.

V. CONCLUSIONS

Based on the results of the research and testing above, it can be concluded that the overall design has yielded a
successful outcome. The design functions effectively according to the planned specifications and can reduce theft
incidents through the use of an automatic smart lock operated via a smartphone, specifically utilizing Google
Assistant. Furthermore, it enables the monitoring of all lock activities through the Adafruit website. Additionally,
the automatic lock device has proven to meet user needs, as indicated by the questionnaire responses from 10
individuals. While the device functions well, there are still areas for improvement, such as the addition of
supplementary sensors and further optimization of the device to enhance the maximum security of the lock.
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