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Keywords: which are linked in the Internet of Things (10T), and each of them transmits
Attack sensitive data in numerous instances, makes security of utmost importance. The
e-Government objective of this study is to categorize various forms of security attacks and
loT propose strategies to mitigate security breaches through many approaches. This

Public Sector

Security study employed a systematic review, which is a methodical examination of

current literature. The data synthesis methodology in this study consisted of
comparing 15 literature sources that had been evaluated for quality and satisfied
the specified criteria for inclusion and exclusion. The utilized database sources
include renowned platforms such as Scopus, ACM, and IEEE. The present study
employs a qualitative methodology, specifically utilizing the perspectives of two
information security specialists to examine the existing literature. The findings
of this study have made a meaningful contribution to the field of public sector.
This study categorizes four types of assaults against Public Sector 10T: 37%
Denial-of-Service (DoS) attacks, 31% Malware attacks, and 19% Phishing
attacks. System attacks account for 13% of all system attacks. By contrast, 50%
of the security attack mitigation strategies rely on authentication, 36% on Secure
Communication, and 14% on Application Security.

I. INTRODUCTION

The Internet of Things (10T) is a widely adopted technology throughout the globe that facilitates the connection
of various objects, including sensors, automobiles, hospital devices, industries, and domestic appliances, over the
internet [1]. The Internet of Things (10T) is a progressive development of the Internet concept, which establishes
a worldwide framework for linking devices and humans [2]. The Internet of Things (10T) has garnered significant
attention from both academic and industrial sectors. A multitude of information carriers, including radio frequency
identification (RFID), sensors, smart devices, the Internet, smart networks, cloud computing, and vehicle
networks, are integrated into the Internet of Things (1oT). The Internet of Things (loT) refers to a concept of a
global ecosystem where billions of things equipped with intelligence, communication, and sensing and actuation
capabilities will be interconnected over IP (Internet Protocol) networks [3]. Internet connectivity ensures constant
availability of data and devices. The Internet of Things (IoT) is formed by the linking of properly identifiable
entities (objects) and diverse networks. An alternative definition of the Internet of Things (10T) explicitly excludes
it from being classified as a device or technology. More precisely, it is a theoretical structure, motivated by the
concept of combining connectivity and intelligence among gadgets [4].

The integration of Internet of Things (loT) technology in the public sector has extended to and affected
many facets of services and infrastructure, encompassing, The implementation of closed-circuit television
(CCTV) cameras linked to the internet network facilitates the real-time monitoring of security and coordination
of urban traffic [5]. Public transit management, smart parking systems, and vehicle tracking are all applications
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of the Internet of Things (loT) [6][7][8]. Within the healthcare industry, the Internet of Things (IoT) enables
communication between patients and healthcare professionals, as well as immediate monitoring of patient well-
being, thereby potentially decreasing hospital transfers and expediting medical interventions[9]. The adoption of
10T in villages provides enhancements in quality of life by using technology that facilitates activities such as water
resource management, security, and related public services [10]. This include the provision of transportation
information and the implementation of automatic water level recording (AWLR), which facilitates improved
management of natural resources and urban planning [11].

This study is significant because the Internet of Things (IoT) is extensively employed in vital government
infrastructure, ranging from traffic control to public security applications. Malicious attacks on these systems can
result in significant disruption and financial damage [12]. Security assaults have the potential to cause data
breaches, compromise the privacy of residents, and reduce public confidence in government [13]. The loT is
confronted with intricate security risks including unauthorized access, man-in-the-middle attacks, DDoS breaches,
and viruses. An analysis of strategies to mitigate these risks is crucial for preserving the integrity and dependability
of e-government systems [14]. As the number of Internet of Things (10T) linked devices increases, the complexity
and security issues they encounter also escalate. Research can facilitate the development of efficient security
solutions to mitigate the threats linked to these interconnected devices. The threat posed by 10T-based attacks on
the public sector to national security necessitates additional research to enhance the development of more resilient
and proactive defense mechanisms.

The methodologies employed in comparable studies include literature reviews and article surveys. The
current research findings encompass a wider range of objects, specifically the Internet of Things (IoT), which
have application within the public sector.

The current body of research on the many forms of 10T hazards employed in the public sector remains limited.
Through the identification and classification of various types of attacks such as Denial of Service (DoS), Man-in-
the-Middle (MitM), and data injection attacks, this research makes a substantial contribution to enhancing loT
security in the public sector.

Furthermore, the study suggests several defensive strategies such as sophisticated encryption methods,
integration of blockchain technology, and application of machine learning algorithms to mitigate the vulnerability
to security breaches. Through thorough examination and suggested pragmatic remedies, this study not only
enhances the security of 10T systems but also contributes to the formulation of more efficient and all-
encompassing security frameworks, so fostering public confidence and safeguarding vital government
infrastructure.

Il. RELATED WORKS/LITERATURE REVIEW

Research conducted to identify security threats to 10T in the public sector encompasses several methodologies,
including systematic reviews, bibliometric analyses, and standard literature reviews.

This paper highlights the susceptibility of 10T systems to a range of attacks, encompassing however not
restricted to Denial of Service (DoS)[15], Man-in-the-Middle (MitM), Furthermore, data injection attacks. As an
illustration, within the healthcare industry [16], Internet of Things (IoT) devices used for patient monitoring are
extremely susceptible to data breaches and illegal manipulation. Similarly, in the execution of intelligent urban
networks [17] , failure to implement robust security measures while integrating numerous lIoT devices can result
in substantial hazards, including the potential disruption of vital infrastructure functions. The paper suggests many
defensive strategies, such as utilization of sophisticated encryption methods, integration of blockchain technology
for secure data administration, and application of machine learning algorithms to promptly identify and address
security risks. The development of standard security standards and the regular execution of security audits are
emphasized as crucial measures to enhance the resilience of 10T systems against rising cyber threats.

I1l. METHODS

An often-employed approach is to carry out a research literature review or a written literature review. With the
growing use of research reviews in shaping policy and practice decisions, the significance of the credibility of
these reviews becomes more pronounced [18]. Prior scholars have conducted numerous such investigations
dispersed over different scientific literature, thereby necessitating a methodical approach to compilation. A
comprehensive analysis was carried out using the Kitchenham criteria as outlined in prior study publications. [19].
To address the two research inquiries listed in Table 1. Publications sourced from global scholarly journals and
conferences. Aggregated from the digital repositories of three renowned publishers, specifically ACM, IEEE, and
Scopus Digital Library. The research conducted to categorize the collection into four tiers is depicted in Figure 1.
A first level of filtering was conducted, followed by a subsequent stage of filtering the literature and synthesising
the various forms of literature.
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A. Strategy for Data Search

IoT Security Attack and Public Sector are the designated areas of focus inside this electronic database.
Keywords exert a significant impact on the quality of search results, so its influence extends to the search process
as well. During the paper search, several often used or broad terms were included, as they were widely utilized in
the majority of the research.

B. Information Source

Collected from the electronic databases of three well-known publishers, namely ACM, IEEE and Scopus
Digital Library.
C. Eligibility Criteria

The study's eligibility criteria encompass both inclusion and exclusion criteria. TABLE 2outlines the inclusion
criteria for this research, which include 1) Literature in the form of scientific publications and/or proceedings. 2)
Scientific journals and /or proceedings sources include ACM, IEEE, and Scopus Digital Library. 3) Scientific
journals and/or proceedings are publicly accessible and privately restricted. 4) Articles must be available in their
complete text. 5) Scientific journals and/or proceedings are written in English. 6) Scientific journals and/or
proceedings are published typically between the years 2020 and 2024. Discussions in scientific publications and
proceedings encompass 10T security breaches targeting the public sector.

D. Quality Assessment

Literature selection using the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-analyses)
method[20]. The PRISMA Flow Diagram in this research is shown in Fig. 1.
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Fig. 1 Prisma Flow Diagram

The PRISMA approach yielded results indicating that out of 160 journal articles and sessions evaluated, 20
were eliminated due to data duplication, while another 107 did not satisfy the inclusion and exclusion criteria.
Merely 33 scholarly articles were included in the literature analysis.

E. Data Synthesis

The data synthesis procedure in this study involved comparing literature that satisfied the quality evaluation
and the chosen criteria for inclusion and exclusion. Synthetic data pertains to the scientific endeavor of detecting
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and analyzing the prevalent forms of attacks on 10T in the public sector, with the aim of devising strategies to
mitigate these risks.

F. Data Extraction

A tabular representation of the data extraction result includes the researcher's name, publication year, research
title, research object, research design, prevalent types of assaults against loT in the public sector, and proposed
solutions to mitigate these risks.

G. Article Quality Assessment

A questionnaire was administered to each literary work included in this study in order to obtain a literature
evaluation. TABLE 3 presents a concise overview of the questions and criteria used to evaluate the quality of each
piece of literature examined. In order to mitigate the impact of subjective viewpoints, the reliability of the
evaluation literature is established by the degree to which the instrument has undergone previous validation. The
validation technique was improved by the evaluation of two specialists by analyzing a set of probing questions.
Subject matter experts are chosen based on their specialized knowledge and professional experience in the field
of information security and the Internet of Things (IoT).

TABLE 1
RESEARCH QUESTIONS
Research Questions Description

Q1 : This study aims to investigate the prevailing forms of ~ The aim is to identify and analyze the types of
cyber threats against 10T infrastructure in the public sector  attacks that often occur on loT in the public
and propose effective mitigations? sector and find solutions to reduce these risks.

Q2 : Which strategies have been adopted to mitigate the  The objective is to tackle the distinct security

vulnerability to security breaches? vulnerabilities encountered by loT in public
settings.

TABLE 2
ELIGIBILITY CRITERIA

Inclusion . Publication Year 2020-2024
. Sources: Esteemed International Journals and International Seminars

. Obtained from electronic publisher databases
e  Focuses of IoT security threats
e  Exclusively available online version
e Articles with unrestricted access

Exclusion e Only a brief summary of the article/abstract
e The article writing language is not English.

TABLE3
ARTICLE QUALITY ASSESSMENT

Quality Assessment Sum %
Does the research focus on information security attacks and their solutions? 33 100 %
All The article describes information security attacks and 30 90%

solutions against 10T in the Public Sector
Half The article partly describes information security attacks 2 7%

against 10T in the Public Sector
None The article does not describe information security attacks 1 3%

against loT in the Public Sector

IV. RESULTS

The final results yielded 33 papers that align with the study topics, as shown in TABLE 4. To address the initial
research inquiry, what are the many categories of security assaults targeting 10T in the public sector? Meanwhile,
TABLE 5 provides a response to the second research question, specifically addressing the measures that have
been adopted to mitigate the vulnerability to security assaults.
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TABLE4
SECURITY ATTACK SYNTHESIS ARTICLE RESULTS

No Code Author Attack Type Ref

1 C1 (Shayma, A and Wael, E) [21]

2 c2 (Parvathy, K and Nataraj, B) [22]

3 C3 (A, Gupta, A, Kapoor et.al) Ny . [23]

4 C4 (Westerlund,O and Asif, R) Denial-of-Service (Dos) [24]

5 J1 (Meng, W et al) [25]

6 J2 (Abbas, S et al) [26]

7 C5 (Krishna,ODS et al) [27]

8 C6 (Kala,M.K and Priya,M) [28]

9 c7 (Ramzan, T and Zafar, M) Malware [16]

10 c8 (Singh,J et al) [29]

11 C9 (Bajpai,P and Enbody,R) [30]

12 J3 (Pegorini, et al) [31]

13 C10 (Matey, AH et al) Phishing [32]

14 c11 (lacovazzi, A et al) [33]

15 C12 (Chavis, JS and Syed DP) [34]

16 34 (Kumari, S et al) Altacks on System [35]

Code: J=Journal; C= Conference
TABLES
RESULTS OF THE SOLUTION SYNTHESIS ARTICLE CARRIED OUT

No Code Author Solution Ref
1 C13 (Lama,R and Karmakar, S) Authentication [36]
2 Cl14 (Liuetal.) [37]
3 C15 (Almulhim, M and Zaman,N) [38]
4 C16 (Shakeel, M et al.) [39]
5 C17 (Jaison, F et al.) [40]
6 C18 (Pahlevi, RR et al.) [41]
7 C19 (Mishra, AK et al.) [42]
8 J5 (Hussein, SM et al.) Secure Communication Solutions [43]
9 C20 (Altayran, Setal.) [44]
10 c21 (An,Y etal.) [45]
11 C22 (Vangala, Aetal.) [46]
12 C23 (Lourens, M et al.) [47]
13 J6 (Gutfleisch, M et al) o ) [48]
14 37 (Dang, LM et al) Application Security [49]

Code: J= Journal; C= Conference

V. DISCUSSION

A. Security Attacks on Public Sector 10T

The security threats targeting Public Sector 10T encompass Denial-of-Service (DoS), Malware, Phishing, and
System Attacks. This information was acquired from a comprehensive review of 16 scholarly articles. The overall
distribution of research subjects on security assaults on Government IoT from 2020 to 2024 is depicted in Fig. 2.
Approximately 37% of research studies pertain to the subject of Denial-of-Service (DoS) assaults, with 31%
specifically addressing Malware attacks and 19% focusing on Phishing. Various subjects address exploitations of
the system (System Attacks). In conclusion, the predominant security threats targeting government loT are Denial-
of-Service (DoS) and Malware. Similar to other 10T devices, security is frequently disregarded, resulting in many
drones being susceptible to potential cyber attacks [24]. Internet of Things (IoT) network infrastructure is highly
susceptible to attackers/hackers due to the open accessibility of supplementary functionalities [26]. The
proliferation of intelligent and interconnected gadgets has led to an expansion of the threat surface, therefore
increasing the likelihood of being exposed to Internet-based threats, including ransomware [30]. The primary
focus of this research is on 10T security, privacy concerns, and measures adopted in the public health sector to
safeguard sensitive data [28].



Fandan Dwi Nugroho Wicaksono, Winny Purbaratri, Moch Fajar Purnomo Alam, & Agnes Novita Ida Safitri
bit-Tech, 2024, 7 (1), 199

SECURITY ATTACKS ON PUBLIC SECTOR 10T

m Denial-of-Service (DoS) m Malware  m Phishing W Attacks on System

Fig. 2 Security Attacks on Public Sector loT

B. Solutions to overcome security attacks

This study defines the various security risks encountered by 10T devices in the public sector, encompassing
DDosS attacks, malware, and physical incursions. Potential remedies to counter these attacks encompass several
strategic methodologies. Based on the findings of the literature search, a total of 14 publications were identified.
The overall distribution of research topics on strategies to mitigate security threats on Government lIoT from 2020
to 2024 is depicted in Figure 3. 50% of the research papers pertaining to vulnerabilities in assaults focus on
authentication methods, while 36% employ Secure Communication methods. Only 14% of the studies propose
solutions for Application Security. It can be inferred that the advancement of 10T devices is not accompanied by
advancements in information security. Cyberattacks can use IoT devices as a novel entry point. Brute force and
sniffer attacks are two types of attacks known to target 10T devices. Appropriate measures are required to prevent
cyber-attacks. In order to prevent assaults, authentication measures might be employed. In addition to
authentication mechanisms, alternative approaches to ensure secure network communication on 10T devices can
also be considered. In the Smart Argo sector, novel scalable group distribution key management techniques and
protocols are employed to facilitate secure communications in 10T systems [41]. Employing elliptic curve
cryptography, the objective is to guarantee that the transmission of information between levels of the loT
architecture remains unaffected by sensor faults or deliberate attacks[43].

SOLUTIONS TO MINIMIZE PUBLIC SECTOR
10T SECURITY ATTACKS

W Authentication ~ B Secure Communication Solutions ~ m Application Security

Secure | Authentication

Communication 50%
Solutions
36%

Fig. 3 Solutions to minimize public sector 10T security attacks
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VI. CONCLUSIONS

A large percentage of IoT devices suffer from inadequate security as a result of compromised default
configurations or infrequent updates. Consequently, this facilitates the access and exploitation of these devices by
hackers. An Internet of Things (IoT) network has numerous interconnected devices, each of which might serve as
a potential vulnerability for cyber attacks. The proliferation of devices amplifies the potential for hackers to exploit
vulnerabilities in security systems. An assault known as Distributed Denial of Service (DDoS) involves the
deliberate transmission of fraudulent traffic to a system or server, therefore rendering it unattainable for authorized
users. The proliferation and inadequate security of 10T devices make them readily exploitable as “zombies" within
the network, thereby making them a common target in such assaults. Internet of Things (IoT) devices frequently
gather personal information from consumers. Insufficient security of these devices may result in the theft of this
information by hackers, who can then exploit it for subsequent assaults.Future research should prioritize the
development and application of advanced attack detection and mitigation techniques utilizing technologies like as
machine learning and artificial intelligence.

Furthermore, it is necessary to conduct further investigation on the implementation of blockchain technology
to enhance data security on Internet of Things (1oT) devices. Extensive study on the impact of worldwide security
legislation and policies on the deployment of 10T in the public sector is critical to establish a comprehensive and
effective framework for addressing changing security risks.
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